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Research on anomaly detection algorithm of internet of things equipment
based on federated learning

SHEN Yutong, TAN Yuhao, XIA Wenchao

(College of Telecommunications & Information Engineering, Nanjing University of Posts & Telecommunication, Nanjing 210003, China)

Abstract: Anomaly detection technology is usually used to detect unauthorized activities of IoT devices to ensure the security of
networks and devices. Federated learning can conduct unified model training for multi—party data while ensuring user data privacy,
so most anomaly detection algorithms adopt federated learning architecture. However, traditional federated learning has problems
such as high training costs, inconsistent local model performance, and low global model accuracy. To address these issues, this
paper proposes a lightweight device anomaly detection algorithm based on federated learning. The algorithm uses variational
autoencoders and LightGBM to reduce dimensionality and extract features from the data at network edge nodes, removing redundant
features and reducing the training time of the model; When uploading model parameters, a dynamic weighted gradient update
algorithm was used to reduce the impact of poor local model performance on the global model during the training process. The
experimental results show that compared with the control group, the algorithm proposed in this paper has a maximum improvement
of 7.46% in accuracy; The highest recall rate increased by 7.99% ; The highest improvement in F'1 score is 0.077 3; The model
training time is reduced by 63.08%.
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Fig. 1 Application Scenarios of anomaly detection system
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Fig. 2 Block Diagram of anomaly detection system
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Fig. 3 Variational autoencoder structure
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